
Several different types of user, from employees to customers can

authenticate themselves using a variety of authentication

methods – from the least secure (passwords) to the truly secure

(biometrics such as finger images)

DaonEngine manages these multiple access methods and

authenticates users on the basis of a single user identity

The single user identity can be stored within the IBM Tivoli

Identity Manager so that there is a single point of reference for

user identity information

Once the user is authenticated and identified, they are given

access to appropriate resources based on access rights as defined

and managed by IBM Tivoli Access Manager

All three of these systems, DaonEngine, Tivoli Identity Manager

and Tivoli Access Manager, generate full administration and audit

records relating to authentication attempts and system resource

access events. This ensures full non-repudiability and

accountability as individuals are irrefutably linked to transactions.

Daon for Tivoli

A typical organization has multiple authentication systems to maintain. Different users, be they employees, suppliers, partners or customers,

access systems through disparate channels using multiple authentication methods. It is becoming increasingly costly to maintain these

distinct systems. * 

IBM Tivoli and Daon provide complementary solutions that address precisely these issues. DaonEngine ensures that users of all types can be

positively authenticated to the system, while IBM Tivoli’s Access Manager and Identity Manager ensure that the authenticated user can access

the appropriate system resources. Daon and IBM Tivoli together deliver comprehensive and highly secure authentication and authorization

systems that drive complexity and cost out of the core of an organization’s IT infrastructure.
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* For example, IDC estimate that the annual cost of password management to an organization is $200 per user per annum.

Daon and IBM Tivoli Integration
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Together, Daon and IBM Tivoli take the cost and complexity out of

managing identity information. Rather than having separate

authentication systems and separate access systems at the

application level, the Daon and IBM Tivoli solution brings them into a

single system – drastically reducing complexity and the associated

management costs.

The combined Daon and IBM Tivoli solution delivers reduced

complexity and costs through

Centralized management of multiple user types

Centralized management of multiple modes of access – from

passwords through biometrics

Centralized connection of authenticated users to multiple system

resources – applications, databases, operating systems and

directories

True Single Sign-On

Elimination of password management costs

Enhanced user convenience and efficiency

The solution also delivers enhanced security and accountability through

Highly secure authentication methods

Audit and administration functions that ensure non-repudiation

of transactions and hence user accountability

DaonEngine
Daon have developed an enterprise class authentication engine,

built to meet the most demanding standards. DaonEngine manages

multiple authentication methods (from passwords through

biometrics) to allow access to a wide range of common and custom

applications, including IBM Tivoli’s award winning suite of products.

DaonEngine has been independently assessed as the most robust

and secure authentication engine. It is unrivalled in terms of

scalability, availability and the performance of its biometric

authentication capability.
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